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CURRICULUM / PROGRAMME OF STUDY

Field of study: CRYPTOLOGY AND CYBERSECURITY

Level: First cycle studies

Profile of study: general academic profile

Mode of study: full-time

Degree awarded to graduates: inzynier (Engineer)

Polish Qualifications Framework Level: 6

Classification of the major:

Branch of science: Information and Communication Technology Sciences
Scientific field: Cryptographic systems (100% ECTS)

Language of instruction: English

No. of semesters: 7

Total no. of hours: 2966

No. of ECTS credits required to complete the studies: 210
Total no. of ECTS credits that students must earn during the studies:

- courses with direct participation of academic teachers or other instructors:

o 108,7
- humanities or social sciences courses:
o 10

- for courses related to scientific activity (general academic profile)
o 126,9

Length, no. of ECTS credits, rules and form of apprenticeship: 4 weeks, 4 ECTS.

As a part of an apprenticeship carried out after the 6th semester (credit is awarded in the 7th
semester) in a didactic dimensions of 4 weeks, students should obtain 4 ECTS credits. The aim
of an apprenticeship is to verify in practice the knowledge, skills and social competences
acquired by students during their studies and to prepare them to carry out a final thesis/capstone
project. Students complete their apprenticeship in national economy enterprises.
Apprenticeship in representative and appropriate for a given field of study national economy
enterprises is carried out on based on a bilateral agreement on student apprenticeships and
apprenticeships programme. An apprenticeship may also be completed in the form of an
individual project of a student under the direction of an academic teacher during the course of
studies. A didactic and educational supervision over apprenticeship is exercised by an
apprentice supervisor or a project manager.



CHARACTERISTICS OF THE FIELD OF STUDY

The "Cryptology and Cybersecurity" study program trains specialists in information security
who are capable of independently solving problems related to the design, organization, and
operation of information security systems and information technology security, functioning in
various environments. It prepares students for work in interdisciplinary teams addressing issues
related to risk management, threat identification, and forecasting in information security. The
program is a response to the increasing demand for experts in the latest scientific and
technological advancements in IT/InfoSec. The curriculum includes learning outcomes
appropriate for the field of technical sciences, specifically in the discipline of computer science
and telecommunications.

PROGRAMME IMPLEMENTATION

The field of study "Cryptology and Cybersecurity" is almost entirely implemented by the
Faculty of Cybernetics, with support from other organizational units of Military University of
Technology (WAT) in subjects representing the humanities and social sciences. An important
feature of the Faculty of Cybernetics' teaching concept is the continuous confrontation and
modification of teaching content with the needs of the market and employers. Stakeholders
from the socio-economic environment have a strong influence on the shape of the programme,
affecting the content of the study programme, the educational outcomes obtained by graduates,
and the programme and places of professional internships. In addition, the teaching is linked to
research conducted at the Faculty.

First-cycle studies last three and a half years, cover seven semesters, and result in the award of
an engineer's degree. An important feature of the programme is the assumption of uniform
education for all fields of study implemented at WAT during the first semester of studies. This
particularly concerns general education (e.g., introduction to studying, professional ethics,
basics of management and entrepreneurship, selected legal issues), and basic education
(introduction to metrology, mathematics, physics, basics of engineering graphics). Students
choose their field of study specialization after the fourth semester.

Furthermore, after meeting the requirements for quantitative assessment of knowledge acquired
during the studies, students may apply for an individual study plan. This ensures the profiling
of education in relation to an individual student and broadens the profile of the Faculty's
graduates.



PERSONAL AND PROFESSIONAL PROFILE OF A GRADUATE

A graduate of this field of study obtains advanced knowledge and skills in the field of computer
science, particularly in the area of computer networks, as well as knowledge in the field of
safety engineering, including especially the area of security of technical systems. In this area,
graduates will be experts in network exploration, understood as searching and correlating
information about IT systems, as well as recognizing, investigating, and identifying network
resources. In addition, they will learn about the characteristics and tools of network attacks and
gain knowledge and skills in the use of various cybersecurity measures. They will have
knowledge and skills in the operation of network devices, administration of Windows and Linux
operating systems, design and management of security in the area of wireless networks.
Students also acquire skills in the design and implementation of software for distributed
systems, using contemporary technologies, including IoT.

Potential workplaces include: structures of state institutions responsible for security, The Polish
Cyber Command (DK WOC), national economy, institutions dealing with the analysis and
assessment of security and risk, entities involved in the design of information security systems.



THE LEARNING OUTCOMES

The description of learning outcomes includes:

- universal first-cycle characteristics set out in the Appendix to the Act of 22 December
2015 on the Integrated Qualifications System;

- second-cycle characteristics set out in the Appendix to the Regulation of Minister of
Science and Higher Education of 14 November 2018 on the second cycle characteristics
of learning outcomes for level 6-8 qualifications of the Polish Qualifications
Framework, including requirements for obtaining engineering qualifications'

and it comprises three categories:
- the knowledge (W) category which specifies:

- size and depth (G) - completeness of the cognitive perspective and relationships,
- context (K) - conditions, effects.

- the skills (U) category which specifies:

- in terms of application of knowledge (W) - problems to be solved and tasks to be
performed,

- in terms of communication (K) - receiving and formulating statements, spreading
knowledge in the scientific community and speaking a foreign language,

- in terms of work organisation (O) - planning and teamwork,

- in terms of learning (U) - planning own personal development and development of
others.

- the social competences (K) category which specifies:

- in terms of evaluations (K) - critical approach,
- in terms of responsibility (O) - fulfilling civic duties and acting in the public interest,
- in terms of professional role (R) - independence and formation of professional ethos.

Symbols:
- in the Outcome Symbol and Number column:
- K - major-specific learning outcomes;
- W, U, K (after underscore) - category: W for knowledge, U for skills, K for social
competences;
- 01,02, 03, ... - no. of learning outcome.
- in the Description Component Code column: Inz?> P6S WG — description component code

for second-cycle characteristics for level 6 qualifications of the Polish Qualifications

Framework.

! Applicable to majors that finish with the award of the following degrees: inz., mgr inz.
2 For engineering qualifications.



Outcome Description

Symbol Description of Learning Outcomes Component

and = 2 Code

Number

KNOWLEDGE Graduate:
has a deep knowledge and understanding of the nature, role and significance of social
K W01 . - . . . . P6S WG
- sciences and humanities and of their relationship to other sciences -
has deep knowledge and understanding of the symbols, basic concepts, definitions, and
K Wo2 theorems of logic, set theory, algebra with geometry, mathematical analysis, discrete P6S WG
- mathematics, optimization, probability, and the mathematical foundations of cryptology, -
necessary for understanding and studying the major subjects

K WO03 |has a basic knowledge of the general principles of physics, physical quantities, and
fundamental interactions in the field of classical physics, relativistic physics, and quantum
and nuclear physics, and knows and understands the principles of conducting and P6S WG
analysing physical measurements, types of measurement uncertainties, and methods of
determining them

K W04 | knows and understands the basic concepts and principles of operation of electronic

- N P6S WG
components and digital circuits -

K W05 | knows and understands the basic concepts in the field of computer science fundamentals,
algorithms and data structures, data management, and is familiar with low-level and high- P6S WG
level programming paradigms and techniques

K W06 |can distinguish between classes and types of computer systems and knows the tools and

- . . P6S WG
methods for designing and developing such systems -

K W07 | knows and understands in an advanced degree computer-based methods and tools for P6S WG
modelling and supporting management processes in organizations, as well as the general Inz P6S WG
principles of creating and developing forms of individual entrepreneurship

K W08 | knows and understands in an advanced degree models, methods, methodologies, and tools P6S WG
for developing (analysis, design, implementation, and testing) computer systems (initial Inz P6S WG
stages of the system life cycle)

K W09 |knows and understands in an advanced degree methods, best practices, and methodologies P6S WG
for implementing, maintaining, improving, and retiring computer systems (final stages of Inz P6S WG
the system life cycle)

K W10 |knows and understands in an advanced degree the methods and tools used for modelling
and simulation of objects and systems, allowing for the determination of their P6S WG
performance, reliability, and security characteristics

K WI11 |knows and understands in an advanced degree the models, methods, and tools used for
formulating and solving problems in the areas of decision-making, computational P6S WG
intelligence, and data processing and analysis

K W12 |knows and understands the concepts, principles of construction, operation, and P6S WG
maintenance of modern operating systems -

K W13 |knows and understands the concepts, principles of construction, operation, design, and P6S WG

maintenance of teleinformatics networks (stages of the system life cycle).




Outcome Description
Symbol Description of Learning Outcomes Component
and P 9 bu Code
Number
K W14 | knows and understands the concepts, selected facts and phenomena in the field of
information security, as well as research methods and examples of implementation in the P6S WG
area of teleinformatics system security
K W15 |knows and understands the concepts, methods, and techniques in the field of occupational
- . . . P6S WG
safety and ergonomics, as well as human-computer interaction -
K W16 |knows and understands the concepts in the field of designing, operation, and purpose of
= c P6S WG
digital circuits, interfaces, and computer components -
K W17 |knows and understands the concepts in the field of computer system architecture and
organization, as well as the principles of software design, development, and computer P6S WG
system operation (stages of the system life cycle)
K WI18 |knows and understands the concepts in the field of digital signal processing, including
. . . . P6S WG
images, data coding and compression, and computer graphics -
K WI19 |knows and understands the concepts in the field of control systems, programming of logic
. . . P6S WG
controllers, microcontrollers, and modelling of regulation and control systems -
K W20 |knows and understands the fundamental dilemmas of modern civilization, with particular P6S WK
emphasis on dilemmas related to computer science
K W21 |knows and understands the basic economic, legal, and other conditions of various types of P6S WK
activities related to the use of computer science methods and means, including basic
concepts and principles in the field of industrial property protection and copyright law
K W22 | knows and understands the concepts, principles, and methods in the field of number P6S WG
theory and the mathematical foundations and concepts of cryptology -
K W23 | knows and understands the concepts and principles and methods of construction and P6S WK
analysis of correctness of cryptographic and cryptanalytic protocols and algorithms
K W24 | knows and understands the concepts in the field of big data analysis and artificial
intelligence, including: machine learning, natural language processing, and deep neural P6S WG
networks
SKILLS Graduate:
K U0l is able to identify and interpret the fundamental social, humanistic and legal phenomena P6S_UW
- and processes in the field of computer science and related discipline Inz P6S UW
demonstrates a knowledge of foreign language consistent with B2+ level according to the
Common European Framework of Reference for Languages, which allows for spoken
K U002 . . . . . P6S UK
- and written communication on general topics and advanced communication using -
specialist terminology
is able to use the language of mathematics, employing appropriate symbols, definitions,
K U03 |and theorems, and can formulate and solve simple problems using methods of algebra, P6S UW

analytic geometry, mathematical analysis, and probability




Outcome Description
Symbol Description of Learning Outcomes Component
and P 9 bu Code
Number
is able to apply the principles and methods of physics, using appropriate mathematical
K U04 |tools, to describe physical properties and related causal effects, and can conduct P6S UW
measurements of selected physical quantities, process and interpret the results
is able to carry out a design task using software engineering principles, taking into account P6S UW
K UO05 |acritical assessment of existing solutions and appropriate methods and tools for analysis, P6S UO
design, programming, and documentation Inz P6S_ UW
is able to use computer-based methods and tools for modelling and supporting P6S UW
K U06 .
- management processes Inz P6S UW
is able to participate in team-based design, implementation, and testing, and apply in P6S UW
K U07 | practice the principles of implementing, maintaining, and improving computer systems, as | P6S_UK P6S_UO
well as conduct a preliminary economic analysis of the effects of these actions Inz P6S_ UW
is able to use methods and tools for modelling and constructing simulators of objects and
. ) . . P6S UW
K U08 |systems; can plan and conduct computational and simulation experiments, and process . e
- k Inz P6S UW
their results - =
is able to use techniques and tools to solve decision-making problems, computational
o ) ; . . P6S UW
K U09 |intelligence problems, as well as data processing and analysis systems, including . D
- o Inz P6S UW
distributed and parallel systems - =
K U10 |isable to use selected operating systems and administer them P6S UW
K Ul1l |isable to use and design teleinformatics networks and manage them P6S UW
K U2 in the field of teleinformatics system security, is able to formulate and analyse problems, P6S UW
- find solutions, conduct experiments, interpret their results, and draw conclusions Inz P6S UW
KUz |8 able to apply ergonomics, safety, and work hygiene principles, as well as analyse and P6S UW
- design human-computer interfaces -
K Ula is able to use selected prototyping, programming, and configuration methods for chosen P6S UW
- digital circuits, computer components, and computer systems Inz P6S_ UW
K uls |1 able to use methpdg of dlgltgl mgngl processing, including images, coding, and P6S UW
- compression, and indicate their applications -
K Ul6 |isableto create driver programs and model regulation and control processes P6S UW
is able to independently plan and implement their own continuous learning, acquire
K Ul17 |information from literature, databases, and other sources, and synthesize and analyse this P6S UU
information
is able to construct cryptographic algorithms and analyse and evaluate the security of P6S UW
K U18 .
- cryptographic systems T P6S UW
is able to use artificial intelligence methods to solve identification, classification, and
prediction tasks based on large data sets using advanced machine learning methods
K U19 P6S UW




Outcome Description
Symbol Description of Learning Outcomes Component
and = 2 Code
Number
SOCIAL COMPETENCES Graduate:
is ready to recognize the importance of knowledge in solving cognitive and practical
K K01 . . P6S KK
- problems and to critically evaluate their own knowledge -
K K02 |is ready to fulfil social obligations, co-organise activities in the public interest P6S KO
K K03 |is ready to initiate actions for the public interest P6S KO
K K04 |isready to think and act in an entrepreneurial manner P6S KO
is ready to responsibly fulfil professional roles, including:
- adhering to professional ethics and requiring this of others,
K KO05 P6S KR

- caring for the professional legacy and traditions,

- critical self-assessment and evaluation of teams and organizations in which
they participate

10




SUBJECTS

Subject groups / subjects’, their brief description (framework programmes), assigned ECTS credits
and learning outcomes (reference to major-specific outcomes)

Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

General Education - General Subjects

Al

Subject: OCCUPATIONAL HEALTH AND SAFETY
Contents of the framework programme:

Current OHS legislation. Occupational (educational) health and
safety - safety procedures required in a specific job (activity)
according to scientific and technical rationale. Protection from
hazards to students’ health and safety. Use of personal protective
equipment in class (tutorials). Accident insurance. Procedures to
be followed in case of accidents and in hazardous situations.
Premedical first aid training.

0,0

K W15
K U13

A2

Subject: PROFESSIONAL ETHICS

Contents of the framework programme:

General ethics, which constitute the basis for professional ethics:
subject and divisions of ethics, basic ethical concepts and
categories, ethical systems and directions. Professional ethics:
essence and objectives of professional ethics, essence and
functions of codes of ethics, traditional and contemporary codes
of ethics and ethical requirements in technical professions.

1,5

NS

K_ WOl
K_U01
K_K02
K_K03
K_KO05

A3

Subject: INTRODUCTION TO STUDYING

Contents of the framework programme:

The aim of the course is to familiarise a student with modern
methods of studying and to enable a student to acquire the skills
necessary for studying, such as the ability to learn
independently, self-presentation, public speaking, scientific
discussion, responsible teamwork, studying scientific literature,
preparing research reports, initiating topics for study,
developing a research and creative attitude, as well as managing
his/her time and coping with stress - thus all those elements of
knowledge and skills and competences that are required in the
course of studying other subjects. The course is intended to help
students to overcome difficulties they may encounter at the
beginning of their studies in connection with the need to change
the style of learning typical to school into the academic style of
independent knowledge acquisition and the acquisition of skills
and competences.

0,5

NS

K _U17
K_KO1

A4

Subject: SELECTED ISSUES OF LAW

Contents of the framework programme:

Basic knowledge of law and sources of law. Learning the basics
of legal nomenclature necessary to understand the legal
language, and elements of the law of the Republic of Poland in
the field of constitutional, civil and economic law. The
specificity of international law and European Union law.

1,5

NP

K_Wo01
K W21
K K02
K_KO05

3 Subject information sheets are prepared and made available 30 days before the start of the semester in which

the subject is to be taught.
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

AS

Subject: INTRODUCTION TO COMPUTER
SCIENCE

Contents of the framework programme:

The objective of this module is to present and develop in
students the ability to prepare and effectively use computers and
software in educational and professional contexts. The lecture
component covers both general theoretical foundations and
practical considerations pertinent to selected thematic areas. The
laboratory component, conducted within a specified operating
environment and using an office suite and programming tools
designated by the instructor, involves the completion of practical
tasks designed to illustrate and reinforce the concepts discussed
during the lectures.

3,0

ITT

K_W20
K W21

A6

Subject: PROTECTION OF INTELLECTUAL
PROPERTY

Contents of the framework programme:

A history of industrial property protection in Poland and in the
world. International organizations for protection of intellectual
property. Patent protection, utility models and industrial
designs. Trademarks, geographical indications, brand name and
service marks. Topographies of integrated circuits. Proceedings
before the Polish Patent Office.

1,0

NP

K_W20
K W21
K_KO1
K_K02
K_K03
K_KO05

A7

Subject: PHISICAL EDUCATION

Contents of the framework programme:

Shaping of the desired behaviour and attitudes towards one’s
own health, awakening sports interests. Taking part in variety of
sports and physical activities (outdoor athletics and Nordic
walking, badminton, orienteering, gymnastics, bodybuilding,
athletics, volleyball, football, basketball, combat sports,
shooting, table tennis, rowing ergometer). Developing and
improving the functional efficiency of the cardiorespiratory and
muscular systems, stimulating the development of the
musculoskeletal system.

0,0

K_U13

A7

A8

Subject: BASICS OF MANAGEMENT AND
ENTREPRENEURSHIP

Contents of the framework programme:

The aim of the course is to provide theoretical and practical
knowledge of the basics of management in contemporary
compa-nies. To introduce students to the basic issues of
contemporary management and the mechanisms of organization
functioning. To present the most important methods and tools
for supporting entrepreneurship in Poland.

2,5

NZJ

K_W20
K W21
K_U01
K_K03
K_K04

12




Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

A9

Subject: FOREIGN LENAGUAGE (English, French,
German, Russian)

Contents of the framework programme:
Language/style/academic vocabulary at B2+ level. Grammar
consolidation for reading, listening, speaking and academic
writing: specialist reading comprehension (definitions,
abstracts, scientific papers, articles, etc.). The art of oral
presentations. Academic writing: choice of stylistic devices.
Structural-grammatical material: revision, expansion and
systematisation of the following topics: grammatical tenses/
tenses of narration; active/passive voice; de-pendent speech;
conditionals; question formation; collocations; compound
sentences; word order in a sentence; modal verbs; phrasal verbs.
Conceptual-functional material: requests; suggestions; offers;
advice; consent/refusal; negations; agree/disagree; expressing
opinion, cause/effect; reason/purpose; wishes, apology;
summary; choice of register/style, specialized language.

8,0

K_U02
K _U17

A10/1

Elective Subject: PHILOSOPHY

Contents of the framework programme:

The subject, origin, and functions of philosophy. Divisions of
philosophy. Main currents and positions of Greek philosophy.
Main currents and positions of medieval philosophy. Main
currents and positions of modern philosophy. Main currents of
contemporary philosophy. Cognitive science and philosophy of
computer science.

A10/2

Elective Subject: POLAND HISTORY

Contents of the framework programme:

A history of Poland from the beginning of a Polish statehood to
the turn of the 20th and 21st centuries: Poland of the Piasts, the
Jagiellons, the elected monarchs, the era of partitions, regaining
independence in 1918 and the history of the Polish state in the
interwar period, World War II and afterwards.

A10/2

Elective Subject: BASICS OF MUSIC EDUCATION
Contents of the framework programme:

Basic information about music and culture. Familiarity with the
history and tradition of patriotic songs. Music theory (sound,
musical notation, elements of a musical work, classification of
musical instruments). Basics of proper vocal emission with
improvement of self-presentation elements.

2,0

NS

K_Wo01
K_W20
K W21
K_U01
K_KO1
K_K02
K_K03

Core Education - Core Subjects

Bl

Subject: INTRODUCTION TO METROLOGY

Contents of the framework programme:

The place and role of metrology as an interdisciplinary area of
knowledge in contemporary society. Definitions of basic
concepts in metrology. The essence of basic measurement
methods. The structure and purpose of basic standards and
measurement instruments of physical quantities. Errors and
uncertainty of measurement.

3,0

AEEITK

K_W03
K_U04
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

B2

Subject: MATHEMATICS 1

Contents of the framework programme:

The course aims to provide students with knowledge and under-
standing of basic concepts and theorems of mathematics,
particularly algebra with analytical geometry, and to master
elementary calculus skills with a range of knowledge including:
real numbers; elementary functions; complex numbers;
matrices, determinants, systems of linear algebraic equations,
vector spaces; lines, planes and surfaces of second degree in
three-dimensional space.

6,0

K_W02
K_U03
K _U17

B3

Subject: MATHEMATICS 2

Contents of the framework programme:

The course aims to provide students with knowledge and
understanding of basic concepts and theorems of mathematics,
particularly mathematical analysis, and to master elementary
calculus skills with a range of knowledge including: real
numbers, number sequences and number series; differential and
integral calculus of functions of one real variable and ordinary
differential equations.

6,0

K_ W02
K_U03
K _U17

B4

Subject: BASICS OF ENGINEERING GRAPHICS
Contents of the framework programme:

Basics of preparing and knowing how to read engineering
technical documentation. Methods of representing geometric
figures in the plane based on parallel and median projection.
Standardization in the field of technical documentation.
Learning about basic software supporting the process of
developing technical documentation.

3,0

K W02
K_WO03
K_U03

BS5

Subject: DISCRETE MATHEMATICS 1

Contents of the framework programme:

Propositional and predicate logic. Methods of inference.
Mathematical induction. Set theory. Relations. Functions.
Generalized operations on sets. Elements of cardinality theory.
Recurrences. Binary and polynomial trees. Asymptotic
behaviours of numerical functions. Permutations.

2,5

K W02
K_U03
K _U17

B6

Subject: PHYSICS 1

Contents of the framework programme:

Discussing the basic concepts and laws governing the motion of
bodies for models of material point and rigid solid: finding
equations of motion, applying principles of dynamics to
rectilinear and curvilinear motion in inertial and non-inertial
systems. Comparing the Newtonian and relativistic physics.
Discussing classical theory of gravitation and quantities
describing the gravitational field. Presenting the basic concepts
and laws governing oscillatory and wave motion and
phenomena characteristic for these movements. Discussing the
fundamentals of classical thermodynamics. Discussing
electrostatic interactions and the quantities describing this field.

6,0

K_WO03
K_W04
K_U04
K _U17

B7

Subject: MATHEMATICAL ANALYSIS

Contents of the framework programme:

The branch serves the students to learn and to understand the
basic notions and theorems from selected mathematics sections
and to master elementary counting skills with knowledge
covering: functions of a complex variable, operational calculus
based on the Laplace transform, partial differential equations.

4,0

K W02
K_U03
K _U17

14




No.

Subject group, subject name: brief description Field Reference .to
No. of ECTS major-specific
(framework programme) credits Code (TS
Subject: DISCRETE MATHEMATICS 2
Contents of the framework programme: K W02
BS Coun.ting techniqueg. Counjting. sets anq .fu.n.ct.ions. Ge.nerating 3.0 M K U03
9 —
functions and their applications. Divisibility of integers. K U7
Modular arithmetic. Fundamental theorem of arithmetic. -
Congruences.
Subject: THEORY OF GRAPHS AND NETWORKS K W02
Contents of the framework programme: K W07
B9 | Definition of a graph. Types and components of graphs. Graph 1,5 ITT K W10
colouring. Walks, trails, and paths in graphs. Berge graphs. K U03
Networks. Flows in networks. Optimal assignments. K U17
Subject: CALCULUS OF PROBABILITY
Contents of the framework programme:
The branch serves the students to learn and to understand the
basic notions and theorems of mathematics and especially of the K w02
B10 |calculus of probabilities and mathematical statistics and to 2,0 M K U03
master elementary counting skills with knowledge covering: K U17
random variables, parameters of random variables and basic
probability distributions, basic statistics and their probability
distributions.
Subject: THEORETICAL FUNDAMENTALS OF
COMPUTER SCIENCE
Contents of the framework programme:
Algorithm representation and algorithm characteristics. Models
of computation, deterministic and nondeterministic single-tape
and multi-tape Turing machines. Models of non-uniform K W05
Bl1 computation. Computational complexity of algorithms. 2.0 ITT K U03
Methods for estimating space and time complexity. Complexity ’ K Ul7
classes of problems. Intractable problems. Models for defining -
and recognizing character patterns. Finite-state automata:
deterministic automata, nondeterministic automata. Languages
accepted by automata. Regular expressions, context-free and
non-context-free grammars, grammar languages. Parallel
architectures. Models of parallel computation.
Subject: PHYSICS 2
Contents of the framework programme:
Discussing the basic concepts and laws governing electric
current. Introducing the concepts of magnetic field and the
quantities de-scribing it and comparing with electrostatic and
gravitational fields. Discussing the electromagnetic field and its
laws. Introducing the basic concepts of optics. Discussing the K W03
B12 corpuscular-wave dualism of radiation. Discussing the structure 4.0 F K W04
of atom including quantum concepts. Introducing the concept of ’ K U04
corpuscular-wave dualism of matter. Discussing the principle of K U17

laser construction and features of laser light. Learning the
fundamentals of solid-state physics, introducing a band model,
discussing basic physical phenomena in semiconductors.
Discussing the structure of the atomic nuclei, phenomena and
laws of radioactivity and reactions of heavy nuclei fission and
synthesis of light nuclei.
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

B13

Subject: MATHEMATICAL STATISTICS

Contents of the framework programme:

The subject aims to enable students to learn and understand the
basic concepts and theorems of mathematical statistics, and to
master elementary computational skills. The scope of
knowledge includes: basic statistics and their distributions, point
and interval estimation, verification of parametric and non-
parametric hypotheses, correlation and regression analysis.

2,0

K_ W02
K_U03
K _U17

B14

Subject: THE FUNDAMENTALS OF
OPTIMIZATION

Contents of the framework programme:

General optimization problem, classes of problems, and problem
properties. Elements of convex analysis and convex
optimization problems. Forms of the linear programming
problem and dual problems. The primal and dual simplex
algorithms. Discrete programming: unimodular problems, the
branch-and-bound method, and methods for solving integer
linear programming problems. Nonlinear programming:
methods for solving unconstrained problems, methods for
solving constrained problems, including the Kuhn-Tucker
(KKT) differential conditions, feasible direction methods, and
methods for solving quadratic programming problems.

1,0

ITT

K W02
K_U03
K _U17

B15

Subject: MATHEMATICAL MODELLING

Contents of the framework programme:

Principles of mathematical modelling. Mathematical model.
Data, decision variables, criteria and sets of their values.
Informational analysis. Goal achievement evaluation function.
Formulation of the optimization task. Deterministic models.
Game models. Probabilistic models. Models using fuzzy set
theory. Models that take into account data uncertainty. Models
using the theory of approximate sets.

3,0

ITT

K_Wo02
K Wil
K_U03
K _U17

B16

Subject: OCCUPATIONAL SAFETY AND
ERGONOMICS

Contents of the framework programme:

Reception of information by a computer system user.
Organization of a stationary workstation with a display screen
monitor. Requirements for working conditions at a workstation
equipped with a display screen monitor. Health hazards for
employees working at a workstation equipped with a display
screen monitor. Rights and obligations of employees and
employers regarding occupational health and safety in
information technology. Methods for assessing occupational
risk at the workplace. Ergonomic requirements for the human—
computer interface.

1,5

ITT

K W15
K _U13
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No.

Subject group, subject name: brief description Field Reference .to
No. of ECTS major-specific
(framework programme) credits Code (TS

Subject: INFORMATION SECURITY

FUNDAMENTALS

Contents of the framework programme:

Introduction to information security. Principles of authentication

and authorization. Threats to information and ICT systems.

Security measures — types and basic operation. Cryptographic

security mechanisms. Elements of security design (risk

assessment, documenting the protection system). Elements of K W14
B17 |security design (use of norms and standards, auditing and 2,0 ITT K UL2

penetration testing). -

Major Education - Major Subjects

Subject: INTRODUCTION TO PROGRAMMING

Contents of the framework programme:

Classification of programming languages, techniques, and tools.

The process of program code generation in classical computer K W05

architectures, on virtual machines, and through interpreters. K W06

Programming paradigms. An elementary introduction to K W08

algorithmics.  Program  documentation. ~The program K W09
c1 development process and programming tools. Standard library 2.0 TT K U05

functions in the C language. The construction and structure of a ’ K U07

basic C program. Overview of the syntax and semantics of the K Ul4

C language: lexical units, primitive data types, operators, and K Ul6

control statements. Basic input and output operations. Structure K Ul7

of a composite program — modules and functions. The recursive -

versus iterative model. Dynamic data structures — lists, queues,

stacks, and fundamental concepts of tree structures. Pointer

types in dynamic structures. Files — representation and handling.

Subject: BASICS OF COMPUTER ENGINEERING

Contents of the framework programme:

Fundamental electronic components. Diodes, bipolar and

unipolar transistors. Diode logic gates, DTL gates, and the K_Wo04
C2 | CMOS inverter. TTL logic gates. Integration scales of electronic 4,0 ITT K W16

circuits (SSI, MSI, LSI, VLSI, GLSI). CMOS logic circuits K Ul14

(logic gates, encoder/decoder, multiplexer, 1 bit adder). Flip
flops (types) and their applications (registers, counters, static
memories).
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

C3

Subject: BASICS OF COMPUTER COMPONENTS
Contents of the framework programme:

Combinational circuits — fundamental concepts. Boolean
algebra and binary arithmetic. Methods of describing
combinational circuits. Basic = combinational  circuits.
Minimisation of logic functions using Boolean algebra
transformations; graphical minimisation methods using
Karnaugh maps; hazard phenomena. Methods of combinational
circuit synthesis. Design of circuits implementing a specified
logic function. Design of code-conversion circuits (encoders,
decoders, code translators). Design of simple arithmetic circuits.
Use of multiplexers to implement n-variable logic functions.
Verification of the correctness of the designed -circuit.
Sequential circuits — fundamental concepts. Classification of
sequential circuits; methods of describing sequential circuits;
race conditions; the flip-flop as the basic sequential element.
Mealy and Moore automata as models of sequential circuits;
methods of converting between models. Methods of sequential
circuit synthesis. Design of asynchronous and synchronous
circuits operating according to a given state and output graph, as
well as counters and registers. Verification of the correctness of
the designed sequential circuit.

1,5

ITT

K_W04
K W16
K W19
K Ul4
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

C4

Subject: COMPUTER ARCHITECTURE AND
ORGANIZATION

Contents of the framework programme:

Digital representation of information. Logic functions. Boolean
algebra. Methods of logic function minimisation. Arithmetic
circuits. Code conversion circuits. Multiplexers and
demultiplexers. Computer block diagram. The von Neumann
model. The concepts of architecture and organization. Internal
(machine) language architecture. Instruction set, instruction and
data formats, operation types, addressing modes. Machine level
data representation. Number encoding. Implementation of basic
arithmetic and logic operations. Computer organization at the
assembly level. Central processing unit organization. Hardwired
and microprogrammed control. Instruction cycle. Interrupts and
exceptions. Interrupt systems. Main memory. Memory types and
hierarchy. Memory system organization and architecture.
Interfaces and communication. Component interconnection: bus
systems, crossbar switch. Multiprocessing. Introduction to the
LABZSK computer. Microprograms for instruction fetch.
Microprograms for data transfer and arithmetic instructions.
Microprograms for logic and branch instructions. Cache
memory. Principle of locality. Cache mapping techniques and
cache-main memory cooperation. Evaluation of cache
performance. Virtual memory. Pipelined processing. DLX
processor architecture — data formats, instruction formats. DLX
processor organization — sequential and pipelined versions.
Structural and data hazards. Examples of RAW, WAR, and
WAW hazards. Analysis of selected assembly level programs
using conditional instructions, loops, integer and floating point
operations, and arrays. Control hazards. Static and dynamic
branch prediction. Loop unrolling. Analysis and design of
assembly level programs. Comparison of CISC, RISC, and
VLIW architectures. Computer system taxonomies: Flynn,
Treleaven. Development trends in contemporary computer
architectures.

4,0

ITT

K W17
K Ul4
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

(O3]

Subject: ALGORITHMS AND DATA STRUCTURES
Contents of the framework programme:

Algorithm design techniques. Dynamic Programming. Greedy
algorithms. Backtracking search. Computational complexity of
algorithms: time Complexity, space Complexity. Asymptotic
time complexity: O-notation, Q-notation, ©-notation.
Optimistic, pessimistic, and average complexity. Amortized
complexity. Estimating the computational complexity of
iterative and recursive algorithms. Lists. Types of list structures.
Basic list operations. Methods for implementing lists. Queues.
basic queue operations. Queue implementation. Binary trees.
Implementing binary trees. Basic operations on binary trees.
BST trees. AVL trees. Red-Black trees. Heaps. Multidirectional
trees. Concept and properties of B-trees. Basic Operations on B-
trees. Family of B-trees. Internal sorting algorithms. Complexity
analysis of sorting algorithms. Outer sorting algorithms.
Partition sort. Merge sort. Basic graph algorithms. Graph
representation. Breadth-first search. Depth-first search. Shortest
path computation. Hash tables. Hash functions. Collision
removal methods. Computational hardness problems.
Complexity classes of problems. NP-completeness and
reducibility. Undecidability.

4,0

ITT

K_WO05
K_U05
K_U07
K _U17

C6

Subject: INFORMATION AND CODING THEORY
Contents of the framework programme:

Preliminary concepts, code, uniquely decodable code,
instantaneous code, prefix code. Character encoding standards:
ASCII, ISO/IEC 8859, Unicode, UTF 16, UTF 8. Lossless
compression: Shannon’s theorem, Shannon coding, Huffman
coding. Lossless compression: arithmetic coding. Lossless
compression: dictionary-based coding. Redundant detection and
correction coding. Linear Hamming codes.

Cyclic codes. BCH codes. Implementation of a lossless
compression method. Implementation of a CRC function.

3,0

ITT

K_WO05
K W18
K_U05
K U15
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

C7

Subject: OBJECT-ORIENTED PROGRAMMING
Contents of the framework programme:

The concept of object orientation. Classes and objects. General
characteristics of the object-oriented programming paradigm.
Class members. Methods of defining class functions. Inline
functions. Scope resolution operator. Default function
arguments. An object as a function argument. Functions
returning  objects. Friend functions. Friend classes.
Polymorphism. Function and operator overloading. Overloaded
functions. Operator overloading. Operator functions. Operator
overloading wusing friend functions. Virtual functions.
Constructors and destructors. Constructors: default constructors,
overloaded constructors. Use of default constructor arguments.
Destructors. Inheritance. Access levels of inherited members.
Single and multiple inheritance. Order of constructor and
destructor activation. Function and class templates. Functions
using generic types. Function template overloading. Examples
of function template applications. Class templates. The STL
library. Introduction to STL. Elements of the STL library:
containers, algorithms, iterators, functors. Container classes.
Examples of using the STL library. Introduction to
object-oriented design. Modelling and designing programs
using UML and Java. Examples of program modelling and
design.

3,0

ITT

K_WO05
K_ W08
K_W09
K_U05
K_U07
K U17

C8

Subject: DATABASES

Contents of the framework programme:

DATABASES (DB) Fundamental concepts of DB (concept of
DB, definition of Database System - DBS, definition of
Database Management System - DBMS, basic properties of
DBMS). Data model (concept of data model, principles of
conceptual data model design, relationship of the conceptual
model with logical models of hierarchical, network, and
relational databases). Relational data model (data structures of
the relational model, physical and logical sets/collections). Data
description languages in a relational system (DDS language,
SQL language). Data manipulation in database systems with a
relational model (operations in relational algebra language,
selection operations in SQL language, navigational operations).
Integrity constraints in the relational model (functional and
multivalued dependencies, constraints in the form of predicates).
Designing relational models (decomposition without loss of data
and without loss of functional dependencies, schema
normalization). Distributed databases (basic concepts,
fragmentation, allocation, and replication of sets/collections in
distributed databases, transactional processing).

4,0

ITT

K_WO05
K_WO08
K_U05
K_U06
K_U07
K _U17
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits
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Code

Reference to
major-specific
outcomes

C9

Subject: OPERATING SYSTEMS

Contents of the framework programme:

Introduction, services and components of operating systems,
classification and evolution of operating systems. Fundamentals
of operating system operation, interrupt handling and interrupt
service routines, I/O architecture, operating modes, hardware
support. Operating system architectures. Processes and
resources in operating systems: process concept and
characteristics, process management, process operations.
Threads: multithreading models, multicore programming,
thread libraries. CPU scheduling, scheduling criteria and
algorithms, multiprocessor scheduling, real-time scheduling,
thread scheduling. CPU scheduling implementation in modern
operating systems. Process and thread synchronization: critical
section problem, hardware synchronization primitives, mutex
locks, semaphores and their OS implementation, process and
thread synchronization examples. Interprocess communication
(IPC): pipes, shared memory, message queues. IPC examples in
Linux systems. Deadlock problem and deadlock handling in
operating systems, deadlock handling strategies. Memory
management: paging and segmentation, virtual memory
fundamentals, paging-on-demand, page replacement and frame
allocation, OS implementation examples. Mass storage
management, [/O subsystem management. File systems: file
system interface, logical and physical file system organization
on disk, file system consistency. File system implementation
examples, virtual file systems and network file systems.
Protection and security in operating systems: protection
fundamentals, protection models, access control mechanisms
(DAC, MAC, RBAC). Case studies of selected operating
systems: GNU Linux, MS Windows. Real-time embedded
operating systems. Network operating systems and distributed
operating systems. Emerging trends in operating systems.

4,0

ITT

K W12
K _U10

C10

Subject: LOW-LEVEL PROGRAMMING AND CODE
ANALYSIS

Contents of the framework programme:

Introduction to IA 32 and x64 architectures. Internal (machine)
language of the 80x86 processor family: selected instructions.
32-bit and 64-bit modes. PE (Portable Executable) file formats.
Event driven programs. System communication. Assemblers.
Internal organization of the Windows operating system —
memory and process communication. API functions in
programming. Reverse engineering and principles of binary
code inspection. Low level code modifications.

2,0

ITT

K_WO05
K_U05

Cl1

Subject: CHOSEN ELEMENTS OF CRYPTOLOGY
Contents of the framework programme:

Basic concepts of cryptography and cryptology. Definition of a
cryptosystem. Basic substitution and transposition ciphers.
Polyalphabetic ciphers. The Vigenere cipher. Elements of
cryptanalysis. Stream and block ciphers. Public key
cryptosystems. The RSA algorithm and its security.
Cryptographic protocols and their implementation. Digital
signature schemes.

3,0

ITT

K_W02
K_U03
K _U17
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(framework programme)

No.
of ECTS
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Code

Reference to
major-specific
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Cl12

Subject: APPLICATION OF CRYPTOGRAPHY IN IT
SYSTEMS

Contents of the framework programme:

Security services in teleinformatics systems and methods of
their cryptographic provision. Applications of symmetric
cryptography: password managers, data integrity, secure data
storage, encrypted archives, methods of recovering access to
cryptographically secured data. Applications of asymmetric
cryptography. Electronic signature and trust services. Protection
of personal data in teleinformatics systems: information
protection system, security requirements, methods of meeting
requirements. Protection of classified information in
teleinformatics systems.

2,0

ITT

K W23
K Ul12
K _UI8

C13

Subject: ARTIFICIAL INTELLIGENCE

Contents of the framework programme:

Inference rules, propositional calculus, predicate calculus,
clause processing, methods for searching the solution space.
Formal systems. Ontological models. An introduction to
artificial intelligence languages. Hardware and software
infrastructure in Al research (BYOD). University and cloud
computing resources available for teaching purposes. The
BYOD (Bring Your Own Device) concept in the context of
hardware limitations when working with machine learning
models. Large Language Models (LLMs) in software
engineering. The impact of LLMs on the modern software
development lifecycle. Generating low-level code vs. machine-
assisted generation of high-level models. The phenomenon of
hallucinations in artificial intelligence systems.

Academic integrity, law and ethics in working with Al tools.
Intellectual property and copyright principles regarding
machine-generated code and text. University policy on the
verification of learning outcomes.

3,0

ITT

K W24
K UI19
K_KO1
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Subject group, subject name: brief description
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No.
of ECTS
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Code

Reference to
major-specific
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Cl4

Subject: INTERFACES OF COMPUTERS

Contents of the framework programme:

Computer input/output system according to the von Neumann
model — fundamental concepts (I/O subsystem, interface,
interface standard, port, transmission protocol, peripheral
device). I/O subsystem of modern computers. Peripheral device
adapter — computer interface and device interface. Directions
and types of transmission in the I/O subsystem. Serial port
adapter. Keyboard, mouse, trackball, and touchpad and their
adapters — construction, operating principles, and cooperation
with software. Display device adapter (graphics card) — monitor
interfaces. Cathode ray tube (CRT), liquid crystal (LCD), and
plasma (PD) monitors — construction and operating principles.
Parallel port adapter. Dot matrix, laser, inkjet, and thermal
printers. Printer control codes and sequences. Graphic printing
and defining custom characters. Printer programming languages
(PCL, PJL). XY plotter — XY plotter programming languages;
digitizer (drawing tablet); image scanner — construction,
operation, and cooperation with software. External storage on
semiconductor, magnetic, and optical disks — construction,
operating principles, and data encoding methods. Physical and
logical organization of disk storage. BIOS and its role in the
computer [/O system. System functions of representative
operating systems that support and manage the computer’s I/O
subsystem.

3,0

ITT

K W16
K Ul4

CI5

Subject: SOFTWARE ENGINEERING

Contents of the framework programme:

Software responsibility, software development process,
evolution of programming languages and techniques, origins
and domains of software engineering, software lifecycle models,
UML language. Phases of IT system production: requirements
definition phase, analysis phase, design phase, testing phase.
Introduction to IT project management.

3,0

ITT

K_WO05
K_WO06
K_Wo08
K_W09
K_W20
K_U05
K_U07
K U17

Cl6

Subject: ELEMENTS OF NUMBER THEORY
Contents of the framework programme:

Introduction of basic definitions, theorems and methods from
number theory and their applications in computational methods,
cryptography, and in solutions of exercises. The extended
euclidean algorithm and fundamental theorem of arithmetic.
Basic operations on integers modulo n, the Chinese remainder
theorem, Euler’s phi-function, Fermat’s little theorem and
Euler’s theorem, applications in RSA. Elementary properties of
polynomials of one variable over a field. Quadratic residues,
determining square roots modulo primes, properties of Legendre
and Jacobi symbols, the reciprocity law. The prime number
theorem, Fermat’s test and the Miller-Rabin primality test.
Continued fractions. Pollard’s p-1 and Dixon’s methods for
integer factorization.

2,0

K_W02
K W22
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No.
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Cl17

Subject: COMPUTER NETWORKS

Contents of the framework programme:

Introduction to computer networks. Configuring network
interfaces on PC-class computers. Network arithmetic. Methods
of connecting LANs to the Internet. Network terminology:
network hardware, topologies, protocols, LAN, WAN, MAN,
SAN, VPN, intranet, extranet, bandwidth. ISO/OSI network
model. Encapsulation. Network media: copper, fiber optic,
wireless. Parameters and properties. Types, parameters and
testing methods for network cabling. LAN and WAN cabling.
LAN devices. LAN design principles. WAN link properties.
WAN connection deployment principles. Creating LANs using
hubs, switches and wireless access points in Packet Tracer
simulator in the laboratory. Data link layer functions. Network
access methods. Collisions and collision domains. Ethernet
frame structure. Ethernet technologies. Switching in Ethernet
networks. Switching modes. STP protocol. VLANs. TCP/IP
protocol suite. IPv4 addressing. Address classes. Subnetting.
Network layer protocols: IP, ARP/RARP, ICMP. Frame content
analysis during network transmission (with hub and switch) in
Packet Tracer simulator. Routing and subnetting fundamentals.
Static and dynamic routing. Routing and routed protocols.
Creating and testing multi-router networks in Packet Tracer.
Transport layer  protocols.  Connection-oriented  and
connectionless protocols. TCP and UDP operation. TCP and
UDP frame structure. Application layer protocols: DNS, FTP,
HTTP, Telnet, SMTP. IPv6 addressing and protocol properties.

4,0

ITT

K WI3
K Ull

CI18

Subject: CRYPTOGRAPHIC PROTOCOLS

Contents of the framework programme:

Introduction to protocols: protocol definition, the purpose of
protocols, protocols classification. Basic D-H key exchange
protocol: steps, participant activities, threats, protocol
modifications. General principles of protocol design.
Authentication protocols: secret splitting and sharing,
timestamping. Intermediate Protocols: undeniable digital
signatures.  Intermediate  protocols: group signatures,
computating with encrypted data. Advanced protocols: zero-
knowledge proofs, zero-knowledge proofs of identity. Esoteric
Protocols: oblivious transfer, simultaneous contract signing,
digital certified mail, simultaneous exchange, secure elections
and multiparty computations, digital cash.

2,0

ITT

K W23
K UI8

C19

Subject: IMPLEMENTATION OF CRYPTOGRAPHY
IN INTERNET

Contents of the framework programme:

Security policy in open networks. E-mail services in computer
networks. Secure e-mail systems: PGP, PEM. Financial
services. Electronic ~ money: issuance, circulation,
cybercurrencies like Bitcoin. Tools for fraud prevention while
maintaining the confidentiality of legitimate clients. Secure
electronic voting in publicly accessible networks. Secure
computing in wide area networks. Cryptographic techniques in
wide area networks. KERBEROS authentication and
authorization system.

3,0

ITT

K W23
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C20

Subject: COMPUTER SYSTEM RELIABILITY
Contents of the framework programme:

Foundational reliability concepts; reliability modelling of basic
components, including non-repairable items (characterized by
time-to-failure  distributions),  repairable items  with
instantaneous renewal (modelled using renewal processes and
exponential assumptions), and repairable items with
non-instantaneous renewal (characterized by general repair-time
distributions). System reliability analysis encompassing series,
parallel, k-out-of-n, and complex networked structures.
Redundancy strategies (active, standby, load-sharing) applied in
engineering systems, logistic networks, and telecommunication
infrastructures. Reliability-driven optimization methods for
system design, including allocation of component reliability,
redundancy optimization, and cost-reliability trade-off analyses.

3,0

ITT

K W10
K Wil
K_W17 K_U07
K Ul2K_Ul4
K _U17

C21

Subject: INTRODUCTION INTO SIMULATION
Contents of the framework programme:

Formal modelling frameworks and methodological approaches
for the representation of complex, experimentally observable
processes. Techniques for generating pseudo-random numbers
and stochastic processes, including discrete-event and
continuous-time formulations. Principles and methodologies for
simulation experiment design, covering factor selection,
scenario definition, replication strategies, and statistical analysis
of outputs. Overview and application of simulation languages
and dedicated simulation packages. Execution of simulation
studies using a chosen simulation framework, including the
development of the simulation model, software implementation,
verification, and validation procedures. Evaluation of simulation
model adequacy through goodness-of-fit tests, sensitivity
analysis, and comparative assessment against empirical data.

2,0

ITT

K W10
K_U06
K_U08
K _U17

Field Education - Field Subjects

DK1

Subject: INTRODUCTION TO PUBLIC KEY
CRYPTANALYSIS

Contents of the framework programme:

This course aims to help students understand computationally
hard problems that underpin the security of classical asymmetric
algorithms and to learn about selected attacks, primarily using
the RSA cipher as an example.

3,0

ITT

K_W02
K W22
K UI18
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No.
of ECTS
credits
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Code

Reference to
major-specific
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DK2

Subject: ELLIPTIC CURVES

Contents of the framework programme:

Introduction to algebraic geometry, plane curves. Elliptic curves
— basic definitions and theorems. The group of points on an
elliptic curve. The order of a group of points on an elliptic curve.
The discrete logarithm problem in a group of points on an
elliptic curve. Cryptosystems based on the group of points on an
elliptic curve.

Subject: Automata and formal languages

Contents of the framework programme:

Identification of decision-making processes. Theoretical
limitations of automated decision-making. Models of decision-
making processes in a selected class of systems; formulation of
decision-making tasks based on established models using
optimisation methods. Predictive decision-making models.
Introduction to the design of decision support systems.
Technology for decision-maker collaboration with DSS.
Designing a DSS for a specific management or control system
(development of a language system, knowledge system and task
processing system), formulation of design tasks for DSS.
Construction of decision support algorithms for specified
decision-making tasks. Methods for verifying decision support
algorithms. Data warehouses, data mining methods, Web
mining (trends in Web mining, presentation of selected
methods). Formulation and solution of decision-making tasks
using selected IT decision support tools.

3,0

K_W02
K W22
K W23
K UI18

DK3

Subject: APPLICATION OF LATTICE-BASED
CRYPTOLOGY

Contents of the framework programme:

This course introduces students to the fundamental concepts of
lattice theory and their applications in cryptography and
cryptanalysis. Topics include hash functions using lattices, the
SWIFFT function, the GGH algorithm and its analysis, the
NTRU cryptosystem and its analysis, the Ajtai-Dworak
cryptosystem with its generalizations and analysis, analysis of
lattice-based cryptosystems, digital signatures based on GGH
and NTRU, and LLL algorithm reductions with applications in
cryptology. The goal is for students to understand the basics of
lattice theory and its role in both cryptography and
cryptanalysis.

Subject: Programming in functional languages
Contents of the framework programme:

The Python interpreter, programme execution. Types and
operations. Numeric types. Dynamic types. Strings. Lists and
dictionaries. Files. Python statements. Assignment. Rules for if,
while and for statements. Passing arguments. Functions and
lambda expressions. Iteration and list comprehension. Modules
and working with modules. Classes, working with classes, class
design. Composition and inheritance, operator overloading.
Decorators and metaclasses. Slots and name overloading.
Exceptions: try/else; try/finally; try/except/finally; raise; assert.
Exception  classes.  Exception-based  design.  String
manipulation. ML libraries in Python.

4,0

ITT

K_ W02
K W22 K UI8
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Code
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major-specific
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DK4

Subject: BLOCK CIPHERS

Contents of the framework programme:

The subject serves to familiarize and understand the basic
concepts of block ciphers by students, particularly their modes
of operation, example algorithms, cryptanalysis methods, and
the basics of design. Fundamentals of block encryption.
Differences and similarities with stream ciphers. Modes of
operation of block ciphers. Basic components of block ciphers.
Types of block ciphers: Feistel network, substitution-
permutation network (SPN). Basic block ciphers: DES, IDEA.
Requirements for modern block algorithms. AES contest. AES
standard. NESSIE contest. Security of block ciphers.
Cryptanalysis methods. Basics of block cipher design.

Subject: Al METHODS

Contents of the framework programme:

Inference rules, propositional calculus, predicate calculus,
clause processing, methods for searching the solution space.
Formal systems. Ontological models. An introduction to
artificial intelligence languages. LLM models and tools. Agentic
supported programming. The ethical aspects of Al use.

4,0

ITT

K W22
K W23
K _UI18

DK5

Subject: SYSTEMS OF ROOMS SAFEGUARDING
Contents of the framework programme:

Introduction information, risk analysis, threat classification.
Electromagnetic leakage, nature of the phenomenon, problems
of securing devices against EM leakage. Principles of designing
rooms for working with classified materials and personal data.
Construction and functions of the alarm system. Construction
and functions of the access control system. Construction and
functions of the industrial television system. Construction and
functions of the fire alarm system. Principles of organizing
protection zones. Principles of selecting and assessing the
effectiveness of physical, technical, and organizational security
of protection zones and data processing areas.

2,0

ITT

K W23
K _UI18

DK6

Subject: STATISTICAL METHODS IN
CRYPTOLOGY

Contents of the framework programme:

The subject aims to enable students to learn about the
possibilities of using computer programs for statistical methods
applied in cryptology, and to acquire skills in data analysis,
examining dependencies between data, and applying statistical
tests useful in cryptology.

Subject: Enterprise Application Architecture

Contents of the framework programme:

Overview of Java EE/Jakarta EE technology; web application
architecture compliant with the Jakarta EE specification; Jakarta
Persistence; Jakarta MVC; Jakarta Faces; Jakarta WebSockets;
Jakarta RESTful web services; Jakarta Enterprise Beans.

3,0

K_W02
K W22
K_U03
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DK7

Subject: GROUP PROJECT ON CRYPTOLOGY
Contents of the framework programme:

The course focuses on cryptographic engineering of selecting
and  correctly applying cryptographic primitives
(hash/MAC/KDF, AEAD, key exchange, digital signatures) and
securely composing them into practical security mechanisms.
Students design and analyse cryptographic systems and
protocols based on a threat model and required security
properties (confidentiality, integrity, authentication, forward
secrecy, and resistance to replay and downgrade attacks). As
part of a team project, students implement and test a selected
security mechanism, including a specification of the
data/communication format, key management, robust error
handling, and security testing (test vectors, interoperability
testing, and fuzzing of selected interfaces). The course also
develops teamwork skills within a modern software
development lifecycle (repository workflow, code review, CI,
documentation) and prepares the solution for deployment.

Subject: GROUP PROJECT ON CYBERSECURITY
Contents of the framework programme:

Overview and assignment of project tasks. Defining the project
development environment. Administering the project
environment for group work. Installation of server
environments. Project management methodology. The Jazz
platform. Project area. Team areas. Project environment. Phases
and tasks. Planning. Project scope management. Defining and
modelling requirements. Agile requirements modelling. Local
and hosted installation of the solution framework. Change and
code management within the project. System analysis. Code and
project reviews. Architectural model. Design model. System
implementation and testing. RTC — project metrics, quality
assurance and risk management. Final project review.

4,0

ITT

K_WO08
K_WO06
K_U05
K_U07

DKS8

Subject: BOOLEAN FUNCTIONS IN CRYPTOLOGY
Contents of the framework programme:

Representations of Boolean functions. Algebraic normal form.
Walsh-Hadamard transform. Nonlinearity based on the
Hamming distance. Bent functions and their constructions.
Correlation immunity and correlation immunity criteria.
Sigenthaler's theorem. Propagation criteria. Constructions of
Boolean functions satisfying several criteria. Optimization
problems. Application of cryptographic Boolean functions in the
construction of block and stream ciphers.

Subject: WIRELESS NETWORK SECURITY

Contents of the framework programme:

Wireless network technologies, information security in wireless
networks (encryption and authentication methods used),
designing secure wireless networks, monitoring and managing
wireless networks.

4,0

ITT

K W22
K W23
K UI8
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

DK9

Subject: THE TOOLS OF CRYPTANALYSIS

Contents of the framework programme:

The course is designed to enable students to learn and
understand the tools of cryptanalysis, primarily those related to
cryptosystems based on elliptic curves. During the classes,
students become familiar with attacks arising from weaknesses
in certain types of elliptic curves (such as those with
inappropriate security parameters), as well as attacks resulting
from errors made during the implementation of the relevant
algorithms. Students also learn the fundamental methods of
protection against such attacks.

Subject: CYBER ATTACKS

Contents of the framework programme:

Introduction. Classifications. Security principles. Local attacks,
post-incident analysis. Malware. Buffer and heap overflows,
shellcodes. Known payloads, their obfuscation and use as RATs.
Local network attacks and remote attacks. Tools. Complex
attacks.

4,0

ITT

K W22
K W23
K U138
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

DK10

Subject: DESIGNING CRYPTOGRAPHIC DIGITAL
CIRCUITS

Contents of the framework programme:

Introduction to the subject: evolution and current state of
programmable systems: architectures, programming techniques,
tools, and design methodology. Classification of digital circuits,
ASICs, FPGA, and CPLD structures - overview of logic block
architectures, interconnect topologies, and programming
techniques. Overview of ALTERA CPLD chip families;
discussion of architectures, technical parameters, functional and
implementation capabilities. Analysis of the problem of
choosing a chip regarding application requirements for electrical
parameters, dynamic characteristics, strategic, economic
aspects, etc. Introduction to computer-aided design tools: the
chip development process from description to realization,
description languages for circuits and systems, project structure,
standard and specialized function libraries, megafunctions, and
parameterized virtual megafunctions. Characteristics of the
Quartus Prime system: project creation, optimization, and
verification process in the system - basic system utility
programs, functional specification editors, compiler, simulation
channel editor, simulator, programmer. Structure and rules for
creating project specifications for simple and complex -
hierarchical projects using a logic and block diagram editor,
using standard function libraries, formal project verification.
Structure and rules for creating project specifications using a
text editor in VHDL or Verilog HDL, basic rules and VHDL or
Verilog HDL constructs, creating a symbol and inclusion
function for a given subproject, constructing a complex project,
formal verification, error location and correction. Creating
hierarchical projects with mixed functional specification, formal
verification, error correction. Compiler and its functions, project
compilation: logic and topological optimization strategies and
parameters, selection of logic architecture regarding
implementation quality. Simulator and its functions, time-
domain waveform editor and its basic functions, creation of test
waveforms, project verification wusing the simulator.
Programmer, conventional programming, programming and
configuration in the ISP system, physical realization
programming and testing procedures, application protection
against unauthorized reading and copying.

Subject: TECHNOLOGIES FOR DESIGNING ICT
SYSTEMS

Contents of the framework programme:

Introduction to object-oriented modelling. Principles and
mechanisms of object-oriented modelling. Modelling
perspectives and the development process. Business modelling
and defining system requirements. Specifying system
requirements. Structural analysis and software design.
Modelling system dynamics using UML. Systems analysis.
Modelling system statics using UML. Design models.
Implementation models as the result of forward and reverse
engineering. Visual modelling of applications (web and
database) in the RSA environment.

5,0

ITT

K W22
K W23
K Ul2
K UI18
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

DK11

Subject: ALGEBRAIC STRUCTURES

Contents of the framework programme:

The course introduces students to the fundamental concepts and
theorems of group, ring, and field theory, with particular
emphasis on quotient structures and their application in the
construction of Galois fields.

Subject: EMBEDDED SYSTEMS
Contents of the framework programme:
Architecture and organisation of a selected family of
microcontrollers. Embedded software — development and
testing. Real-time operating systems. Data processing and
energy consumption — energy-saving methods. Design of
reliable systems. Design methodologies.

5,0

K_W02
K W22
K UI18

DK12

Subject: STREAM ALGORITHMS

Contents of the framework programme:

The course aims to provide knowledge and understanding of the
principles of stream cipher encryption, the structure and
properties of linear feedback shift registers, and the rules for
constructing and evaluating the quality of pseudorandom
generators. Principles of stream encryption. Differences and
similarities between stream ciphers and block ciphers. Cipher
modes of operation. Synchronous and self-synchronizing
ciphers. Linear Feedback Shift Registers (LFSRs) as key
generators. Generator period and linear complexity. Rules for
generator construction. Examples of generators, including
generators based on block ciphers. Evaluation of generator
quality. Randomness tests.

Subject: ICT SECURITY

Contents of the framework programme:

IDS/IPS systems. Next-generation firewalls. Application-layer
intrusion prevention systems — so-called application filters.
Security Information and Event Management (SIEM) systems.
Information Security Management System (ISMS), i.e.
comprehensive  security of ICT systems, including:
classification and categorisation of information assets, the need-
to-know principle for users, a security system design divided
into security zones (IP subnets, VLANSs), ISMS documentation,
and comprehensive technical and procedural safeguards.

5,0

ITT

K W22
K W23
K UI8

DK13

Subject: ONE-WAY HASH FUNCTIONS

Contents of the framework programme:

The subject serves to familiarize and understand the basic
concepts of hash functions by students, particularly their
applications, construction principles, standard algorithms, and
cryptanalysis methods. Principles of hash function construction.
Standard hash functions: the SHA and MD families. The SHA-
2 family; current security status of these standards. SHA-3:
contest, design and specification.

3,0

ITT

K W22
K W23
K UI18

Capstone project
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Subject group, subject name: brief description
(framework programme)

No.
of ECTS
credits

Field
Code

Reference to
major-specific
outcomes

El

Subject: PRE-DIPLOMA SEMINAR

Contents of the framework programme:

The aim of the seminar is for the student to choose and
understand the topic and prepare for undertaking the diploma
work (CAPSTONE PROJECT) in the next semester.

1,0

ITT

K_W02
K_Wo05
K_WO06
K_Wo07
K_Wo08
K_W09
K W10
K Wil
K W12
K W13
K W14
K W15
K W16
K W17
K W18
K W19
K_W20
K W21
K W22

K_W23 K_U02

K_U03 K_U04

K_U05 K_U06

K_U08 K_U09

K UI0K U1l

K U12K_UI3

K Ul4K_U15
K _U17

K UI8 K K01

E2

Subject: CAPSTONE PROJECT SEMINAR -
APPLIED RESEARCH

Contents of the framework programme:

Faculty and university guidelines for Engineer thesis/project
and final examination. Students present the idea for their final
project. Writing techniques. Avoiding plagiarism in project.
Overview of visual communication techniques. Preparation for
final examination. Progress reporting.

Subject: CAPSTONE PROJECT SEMINAR - DESIGN
OR BUILD

Contents of the framework programme:

Faculty and university guidelines for Engineer thesis/project
and final examination. Students present the idea for their final
project. Writing techniques. Avoiding plagiarism in project.
Overview of visual communication techniques. Preparation for
final examination. Progress reporting.

2,0

ITT

K_W02
K_WO05
K_WO06
K_W07
K_WO08
K_W09
K W10
K Wil
K W12
K W13
K W14
K W15
K W16
K W17
K W18
K W19
K_W20
K W21
K W22

K_W23 K_U02

K_U03 K_U04

K_U05 K_U06

K_U08 K_U09

K UI0K U1l

K UI2K UI3

K Ul4K _Ul5

K U17K _UI8
K KOl
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Subject group, subject name: brief description No. Field Reference .to
No. of ECTS major-specific
(framework programme) credits Code TGS

Capstone project - Applied research (equivalent to
diploma thesis)
Contents of the framework programme:
Choosing a topic related to investigating a practical problem K W02
in your field and presenting the findings in an extensive K W05
paper. Conducting a literature review on the chosen topic and K W06
proposing a method(s) of solving the problem. Conducting K W07
appropriate experiments or reviews, review and design or K W08
design using available tools and methods. Presenting results in K W09
charts, tables, drawings or in the text form. Using the skills K W10
acquired throughout the studies, improving individual work K W1l
and self-directed learning skills and technical problem-solving K w12
skills. The scope of work to be performed during the project K W13
outcome writing process is set out in a project schedule which K W14
should be used to monitor student’s progress with the project K WI5
report. K Wi6

E3 20 ITT K W17
Capstone project - Design or build (equivalent to K W13
diploma thesis) K_WI19
Contents of the framework programme: K_W20
Choosing a topic related to creating a physical or digital K W21
product, such as a piece of software, an architectural K_W22
model, or an engineering prototype. Conducting a literature K_W23K_U02
review on the chosen topic and proposing a method(s) of K_UO3K_U04
solving the problem. Conducting appropriate experiments or K_UO5K_U06
reviews, review and design or design using available tools and K_UO8K_U09
methods. Presenting results in charts, tables, drawings or in the K_UIOK ULl
text form. Using the skills acquired throughout the studies, K UI2K_UI3
improving individual work and self-directed learning skills and K_Ul4K_ULS
technical problem-solving skills. The scope of work to be K_UI7K_KO01
performed during the project outcome writing process is set out
in a project schedule which should be used to monitor student’s
progress with the project report.

Total 210
METHODS OF VERIFICATION AND ASSESSMENT OF LEARNING
OUTCOMES

Methods of verification and assessment of learning outcomes* achieved by the student
throughout the entire education cycle

The achievement of learning outcomes achieved by the student throughout the entire education
cycle is assessed primarily on the basis of grades in exams and non-examinable subjects as well
as grades for projects or studies presented at seminars. It is also checked whether student was
struck off the register in particular academic years. The ultimate test of the learning outcomes
is the “Capstone project report” writing process. To be able to take the final exam student must
meet the requirements set out in the programme of study and submit his/her “Capstone project
report” which must receive a passing grade from “Capstone project report” supervisor and
reviewer. Moreover, a lot of attention is given to results of surveys of graduates.

4 Overview only - for details see specific subject information sheets
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Some of the learning outcomes included in the curriculum may be verified with the use of
distance learning methods and techniques as well as infrastructure and software ensuring
synchronous and asynchronous interaction between students and lecturers.

The choice of the method of verification of learning outcomes depends on the type of classes
and number of hours. Prior to laboratory classes students take a test assessing their knowledge
of the task at hand, and after the task is completed students write reports in which they analyse
the results and formulate conclusions on the basis of theoretical knowledge.

Students’ skills are evaluated on a regular basis in class and through written tests covering
particular units of the course. Students’ theoretical knowledge is assessed through oral and
written assessments and exams. Student’s ability to independently solve problems and present
them in a systematic written form is evidenced by their “Capstone project report”. The ability
to discuss topics related to the studied area and present results of research is checked during
subject seminars and graduation seminars.

Detailed information on the methods of verification of learning outcomes achieved by students
is provided in subject information sheets. However, it is recommended to use the following
levels of achievement of expected outcomes when assessing the student:

e Very good grade is awarded to the student who has achieved the expected learning
outcomes at the level of 91-100%.

e Good plus grade is awarded to the student who has achieved the expected learning
outcomes at the level of 81-90%.

e (Good grade is awarded to the student who has achieved the expected learning outcomes
at the level of 71-80%.

o Sufficient plus grade is awarded to the student who has achieved the expected learning
outcomes at the level of 61-70%.

e Sufficient grade is awarded to the student who has achieved the expected learning
outcomes at the level of 51-60%.

e Insufficient grade is awarded to the student who has achieved the expected learning
outcomes at the level equal or lower than 50%.
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PLAN OF STUDIES

PLAN OF FULL-TIME FIRST CYCLE STUDIES, GENERAL ACADEMIC PROFILE

SCIENTIFIC FIELD: COMPUTER SCIENCES

MAJOR: CRYPTOLOGY AND CYBERSECURITY

Appednix no. 1 to the Programme

Effective from the
academic year 2026/2027

- ena 7 o T e e
3 ECTS credits E | Ee | %, elucing: ] W w [ v Wi i atonalunt
12 | pfs o
SUBLECT GROUPS / SUBJECTS H AR sominsargve | Comments
5 | eors | 28 | BE | TEF | cuee | i [mormon] et | sommm | s |cors | mours | cors | maes | ors [ oo [ crs | s [ | s feors s | e
A. General Education - General Subjects 342 | 200 55 | 141 [ 100 zzo| 22 | ‘ | 158 |95( 90 [40| 30 |20 30 |20 34 |25
1 |O health and safety 4 nd 4 4 BHP *)
2 ethics NS |18 [ 15| nd | 10 | 07 [14] 4 18 |15 WBL/I0Z 0
Quality .
3 |Introduction to studying NS 6 0,5 nd 03 02 6 6 +(05 Officer *)
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12 [Physics 2 NF_ |60 | 40 | nd | 16 | 24 |30 [20 +| 10 60 x| 4 WTC 0
13 statistics M 30 2,0 nd 15 12 16 14+ 30 +| 2 WCY/IMK *)
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13 [Arificial ITT_| 60 | 30 | nd | 20 | 24 |24 36 + 60 x| 3 wevist 0
14 [Interfaces of computers ITT 40 3,0 nd 20 16 16 4 20 + 40 +| 3 WCYNTC *)
15 [Software T[40 [ 30 | nd | 20 [ 16 |12 28 + 40 4] 3 wevis! 0
16 [Elements of number theory M 30 2,0 nd 15 12 16 14 + 30 +| 2 WCY/IMK *)
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18 protocols ITT 30 2,0 nd 15 12 16 14+ 30 +| 2 WCY/IMK *)
19 phy In Internet T30 [ 30 | nd | 20 | 12 |14 16 + 30 + 3 WOYIMK 0
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Stream algorithms .
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13 |One-way hash functions ITT 30 3,0 nd 20 12 10 10 +| 10 + 30 + 3 WCY-IMK *)
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)
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Education including elective subjects
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Opinia
Wydziatowej Rady ds. Ksztatcenia
Wydziatu Cybernetyki Wojskowej Akademii Technicznej

nr 20/WRdsK/2026 z dnia 16 czerwca 2026 r.

w sprawie projektow programoéw studiow | i Il stopnia
prowadzonych w WCY

Na podstawie § 92 ust. 1 pkt. 1 Statutu WAT, stanowigcego zafgcznik do
uchwaty Senatu WAT nr 16/WAT/2019 z dnia 25 kwietnia 2019 r. w sprawie
uchwalenia Statutu Wojskowej Akademii Technicznej im. Jarostawa Dgbrowskiego
(. obwieszczenie Rektora WAT nr 2/WAT/2024 z dnia 27 marca 2024 r.)
oraz § 17 ust. 1 pkt. 1 Regulaminu Wydziatowej Rady do spraw Ksztafcenia
Wydziatu Cybernetyki Wojskowej Akademii Technicznej im. Jarostawa
Dabrowskiego stanowigcego zatacznik do decyzji Dziekana Wydziatu Cybernetyki
Wojskowej Akademii Technicznej im. Jarostawa Dagbrowskiego nr 57/ WCY/2019
z dnia 4 listopada 2019 r. w sprawie nadania regulaminu wydziatowej radzie
do spraw ksztatcenia (ze zmianami wprowadzonymi decyzjami Dziekana WCY
nr 38/WCY/2020 z dnia 20 listopada 2020 r., nr 32/WCY/2022 z dnia 28 czerwca
2022 r.) postanawia sie, co nastepuje

§1

Pozytywnie opiniuje sie projekty nizej wymienionych projektéw programéw studiow

dla studidw rozpoczynajacych sie od roku akademickiego 20262027:

1) projekty programoéw studiow stacjonarnych i niestacjonarnych | stopnia na
kierunku informatyka stanowigce zataczniki nr 1, 2 do opinii;

2) projekt programu studiéw niestacjonarnych Il stopnia na kierunku informatyka
stanowigcy zatgcznik nr 3 do opinii;

3) projekty programow studidw stacjonarnych i niestacjonarnych | stopnia,
studidw stacjonarnych | stopnia w jezyku angielskim, studiéw niestacjonarnych
Il stopnia na kierunku kryptologia i cyberbezpieczenstwo stanowigce
zataczniki nr 4, 5, 6, 7 do opinii.

PRZEWODNICZACY )
Wydziafowej Rady ds. keztatcenin
7\‘_\1\}{.1. L‘L_L’w”u "\, ?
. int. Dariusz PIERZCHALA, prof. W€
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OTLP:GREEN

Sebastian Wala
Gen. S. Kaliskiego 13 Warszawa, dn.15.06.2026 r.

01-476 Warszawa
u64455@student.wat.edu.pl
+48 784 727 757

OPINIA

Dotyczy: Programéw studiéw na kierunku Informatyka oraz na kierunku Kryptologia i
cyberbezpieczenstwo

Rada Samorzadu Wydziatu Cybernetyki na posiedzeniu w dniu 15.06.2026
rozpatrzyta pozytywnie programy studiow:

1) Kierunek ,Informatyka”
a) studia | st. — stacjonarne i niestacjonarne
b) studia Il st. — niestacjonarne

2) Kierunek ,Kryptologia lcyberbezpseczeﬂstwo
a) studia | st. — stacjonarne i niestacjonarne

b) studia | st. — stacjoname w jezyku ang.
c) studia Il st. — niestacjonarne.

Przewodniczacy RS WCY

’

= R, Bt

Sebastian Wala
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